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Introduction

This application note provides information about configuration methods and features for WiFi® and Ethernet
plug-in communication boards for Econet EC+/EC++ family.

The Turbo plug-in communication boards are available in three mounting variant: WiFi, Ethernet and WiFi +
Ethernet. They are fully compatible with EC+ and EC++ Econet devices and have an on-board TCP/IP stack for
ready-to-use interfacing at standard industrial networks.

Plug-In communication boards

Based on the “Plug-in Communication boards” are made up of a small board fitted into the Econet EC+/EC++
mainboards.

Developed around a single electronic board fitted in different variants, the communication board is mounted
on the Econet EC+/EC++ motherboard. It is provided of an high performances microcontroller that handles a
communication module. Thanks to its smart technology, the module takes care of handling all the information
exchange tasks on the network.

Once the initial configuration has been performed, the Plug-In communication board automatically accesses at
WiFi or Ethernet network and sends/receives serial data.

The WiFi version is based on Microchip RN171 stand-alone embedded wireless LAN access device module.

The Ethernet version is based on Lantronix® Devicelinx® XPort® device server module.

Here are listed the main Plug-In communication board features:

Ethernet board WiFi board

Connects devices through a TCP data channel or through Fully qualified and Wi-Fi certified 2.4 GHz IEEE 802.11 b/g transceiver
a Telnet connection

Supports UDP datagrams FCC, CE, IC certified

Contains a web [HTTP] server allowing presentation of custom 4 pAsleep, 35 mA RX, 185 mA TX at 12 dBm

content and easy configuration through a browser. (TX power is configurable)

ARP, UDP, TCP, ICMP, Telnet, TFTP, AutolP, DHCP, HTTP, and On-board TCP/IP stack

SNMP for network communications and management.

TCP, UDP, and Telnet for connections to the serial port. Output Power: 12dBm (programmable)

|P for addressing, routing, and data block handling over the Secure Wi-Fi authentication via WEP, WPA-PSK (TKIP), and

network. WPA2-PSK (AES)

User Datagram Protocol (UDP) for typical datagram applications | External antenna
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Ethernet board configuration

In order to operate correctly on a network, the Ethernet Plug-In board must have a unique IP address on the
network. To do this, there are two basic methods for logging into the Xport device server to assign an IP
address and configure the module.

Method 1: Using Devicelnstaller

Assign an IP address and view the current XPort module configuration using a Graphical User Interface (GUI) on
a PC attached to a network.

Devicelnstaller is a free utility software provided by Lantronix for configure, upgrade and manages Lantronix
Device Servers. It can be downloaded from the Lantronix website at www.lantronix.com/support/downloads.
For instructions on using Devicelnstaller to configure the IP address and related settings or for more advanced
features, see the Devicelnstaller Online Help.

To install Devicelnstaller:

1. Download the latest version of Devicelnstaller software from Lantronix site;
2. Run the executable to start the installation process;
3. Power ON the Econet device equipped with Ethernet plug-in board;
4. Connect the Ethernet cable at the Ethernet plug-in board header;
5. Check connection by mean of flashing green Leds on the header;
6. Launch Devicelnstaller software;
To Assign IP:

The device’s IP address must be configured before it can work correctly on a network.
Using Devicelnstaller software tool the user can manually assign the IP address over the network. The unit’s IP
address is normally set to 0.0.0.0 at the factory.

1. Double-click on Devicelnstaller.exe to launch the software;

File  Edit Device Tools

,) Search o Exclude & Assign IP

View Help

E‘" Lantroni Devices - 4 device(s) MName User Name User Group IP Address Hardware Address
-gig C i la rete locale (LAN) (10.0.0.164) .
= _5”;';?:”3 allarete locale (LAN) { ) S5 XPori05 10007 00-80-A3-A2-0D-DD
Z# XPort-05 10.0.0.8 00-80-A3-AF-55-A7
Z# XPort-05 10.0.0.9 00-80-A3-AF-55-38

Z# XPort-IAP-05 10.0.0.56 00-80-A3-AF-92-D1
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2. Click Tools = Options = flag ON the Connect to local LAN from the window list;

— 0l
o N . ==
I Network | Cy ization

Use thefollowing network adapter:

Name IP Address Subnet mask:
Connessione alla rete locale (LAN) 10.0.0.154 255.255.255.0
[ wirtualBox Host-Only Network 192,168.56.1 255,255,255.0

3. Click Apply and then the OK buttons;
4. Click the Xport folder. The list of available Lantronix Xport device displays;

File Edit View Device Tools Help
J0 Search @ Exclude & AssignIP I
E‘%Lﬂm‘;"“ﬂwcesi‘“eﬂ‘m(&l} AN (1000164 Name UserName  UserGroup  IP Address Hardware Address Status '
reti -
E' 5”;?::"233 e locale LN ) || sparnas 10007 0080-A3A80DDD  Oriine
S XPort-05 10008 D0B0-A3AFE5A7  Onine
S XPort-05 10009 00-80-A3-AF-55-98 Orline 1
g ¥Port-lAP-05 192.168.1.25 00-80-A3-AF-52-D1 Unreachable
g
|
|
I
|
M[E4 Ready
-

5. Expand the Xport list and select the RED Xport unit by clicking on its IP address to view its
configuration;

File Edit View Device Tools Help
,)Sear(h @Excluda QA;signIP eUpgrada

B-% Lantronix Devices - 4 device(s) Device Details | Weh Configuration I Telnet Corfiguration
E!-g% Connessione alla rete locale (LAN) (10.0.0.164) 4 Reload Details

g XPort-05 -fimware v6.10.0.1 Property Value

Wele ) g | ERROR An emor occumed while attempting to retrieve the device configuration.
%/r-" ERRCR An emor occumed while attempting to retrieve the device status
Name KPort-IAP-05

Group

Comments

Device Famity XPort

Type XPart-IAP-05

D M

Hardware Address 00-80-A3-AF-92-D1

Firmware Version 33

Extended Fimware Version 3.3.0.1GC

Online Status Online

IP Address 10.0.0.56

TURBO s.r.l. Dust Filter Components
Via Centro Industriale Europeo, 33 - Turate (CO) Italy 4
Tel ++39 0362 574024 Fax ++39 0362 574092

APNt024 ECWEC
EN Rev.1.03




APPLICATION NOTE (-\ ™
ECONET EC+/EC++ Ethernet & WiFi Configuration TUﬂE(D

TURBO s.r.l. Dust Filter Components
Via Centro Industriale Europeo, 33 - Turate (CO) Italy 5
Tel ++39 0362 574024 Fax ++39 0362 574092

APNt024 ECWEC
EN Rev.1.03




APPLICATION NOTE

ECONET EC+/EC++ Ethernet & WiFi Configuration (TUﬂE‘CD

6. Select Assign a specific IP address and click Next;

Assignment Method

Would youlike to specify the IP address or should the unit getits
settings from a server out on the network?

(©) Obtain an IP address automatically

(@ Assign a specific IP address

7. Enter the IP address. The subnet mask display automatically based on the IP address. The user may
change it. On a local network, the user can leave the Default gateway blank (all zeros). Click Next.

=7

IP Settings

Please fillin the [P address, subnet, and gateway to assign the device.
The subnetwill befilled in automatically as youtype, but please verify
it for accuracy. Incorrect values in any of the below fields can make it
impossible foryour device to communicate, and can cause network
disruption.

1P address: 192.168.1.25

Subnet mask: 255.255,255.0
Defaulk gateway  [p.0.0.0

Configuration information is not available for this device. Thesubnet
mask and default gateway vill not be able to be set. After the IP
Address has been set successfully, then return to this Assign 1P
Address wizard to st the subnet mask and defautt gatevay.

<Bock | Next> | [ concel

=

Assignment Assignment

Click the Assign b to 1P address

Clickthe Assign buttonto completethe IP address assignment.

Progress of task:

Completed successfully.

<vas | oo | oo
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9. Select the Xport device IP assigned from main window list and select Ping from the Tool menu. The
results display in the Status Window. Click Clear;

10. Close Devicelnstaller software, then power-Off/On the Econet device;

To Communicate on the network

1. Launch the user software (i.e. Turbo “PC-Panel);
2. Select the TCP/IP communication protocol;

| Connect Disconnect | Trend |

© Modbus TCP © Modbus RTU

Host: 10.0.0.56
por:
| Timeout: 10000
i
i
i
i
|
E Panel "10.0.0.56' connected (Port 502)
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Method 2: Using Web Manager
Through a web interface, configure the XPort and its settings using the XPort module’s Web Manager.

Run Devicelnstaller software tool and search for the list of available Lantronix device servers;
Click on the Xport folder and select the Xport unit by clicking its hardware address;

In the right pane, click the Web configuration tab and click on the green arrow to load web page;
A dialog box appears to prompt for a User name and Password. Press OK to proceed;

o e

ALuthentication Required

0 Enter username and password For http:j/172.19.205.3

User Name: :|

Password:

5. After few seconds, the Web page displays.

Xrork LANTRONIX

Device Status

Network
Server

Serial Tunnel

Product Information

Firmware Version: VE.10.01
Build Date: 23-Dct-2014
Network Settings
MAC Address: 00-80-A3-94-61-5E
9 Network Mode: Wired
able Pins DHCP HostName: = None =
Apply Settings IP Address: 172.19.100 65
Default Gateway: 1721801
DNS Server: 172.18.1.1
Apply Defaults MTL: 1400
Line settings
Line 1: RS232, 9800, 8. None, 1, None.

6. Select Network from the main menu on the left side, then enter the IP address and click OK button;

Network Settings

Netwark Mode: | Wired Only ~

IP Configuration
O Obtain IP address autornatically
Auto Configuration Methods

BOOTP: Enable  Disable
DHCP Enable  Disable
AutalP: Enable  Disable

DHCF Host Name

(&) Use the following IF configuration:
IP Address; |172.19.205.3

Subnet Mask: ‘U 0.0.0
Default Gateway. |172.19.0.1 |
DNS Server, 0.0.0.0

Ethernet Configuration
Auto Negotiate

Speed: 100 Mbps 10 Mbps
Duplex: Full  Half

7. Press Apply Settings from the main menu on the left side and wait the end of save procedure.
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WiFi board configuration

In order to operate correctly on a network, the WiFi Plug-In board must have a unique IP address on the
network. To do this, there are two basic methods for logging into the RN171 WiFi device to assign an IP address
and configure the module.

Method 1: Using Econet Serial Port
Assign an IP address and view the current WiFi module configuration using a standard Serial Communication
software installed into a PC attached to the Econet device by mean of RS485 to USB adapter cable.

To configure WiFi module:

Using serial communication software tool (i.e. Docklight V1.9) the user can manually assign the IP address and
set the most important WiFi parameters.

1. Double-click on Serial communication software executable to launch the software;
e, . . I S =

File Edit Fun Tools Help
DEFLUE ru B AR Tam

| Liifr Commemunizaton per clozed (CobustFoniz Made | COMI7 9600, Nore, .1

e [E—
o i Eeares ASCI | HEx| Dacinal] Biay

2. Double-click on COMxx port on the top right side of the toolbar to set the communication port;

Flow Contrul] Communication Filker I

Communication Mode

1 2 Monitaring Ip 2
¥ i =+
& Sendeceive O O T
Send/Receive on Comm. Channel
COM1T7 -

Chooze a COM port from the list of available devices, or type a COM
port from COM1 to COMZ5E.

COM Port Settings

Baud Rate 9600 - Data Bits ) =
Parity None = Stop Bits 1 =
Paity Enior Char. [lignore)

oK | Cancel | Help |

3. Connect the RS485 to USB adapter cable at the Econet Serial Port (42-41 terminals), Power-On the
Econet device and start the serial communication software;
4. Using the Serial communication software, send a “$S$”<CR> string and wait the WiFi plug-In board

response;
16/03/2018 15:26:59.661 [TX] - $$S
16/03/2018 15:27:00.731 [RX] - CMD<CR><LF>
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5. Senda
6. Senda
7. Senda
8. Senda
9. Senda
10. Send a
11. Send a
12. Send a

“scan”<CR> string to perform a network scan;

16/03/2018 15:25:09.805 [TX] - scan<CR>

<4.41> <CR><LF>

SCAN: Found 3<CR><LF>
01,01,-85,04,1104,28,c0,64:59:£f8:dd:11:d8,Vodafone-34318725<CR><LF>
02,06,-67,04,3100,1c,00,46:d9:e7:0d:59:06, TURBO 2<CR><LF>
03,11,-71,04,1104,18,40,30:91:8f:7c:8c:1b,Telecom-59820571<CR><LF>
END: <CR><LF>

“set wlan ssid networkname “<CR> string to set the SSID;

16/03/2018 15:30:21.184 [TX] - set wlan ssid networkname<CR>
AOK<CR><LF>

<4.41>

“set wlan pass passphrase” <CR> string to set the network password;
16/03/2018 15:32:39.115 [TX] - set wlan pass ###########<CR>
AOK<CR><LF>

<4.41>

“set wlan join 1”<CR> string to set the automatic association at the device Power-Up;
16/03/2018 15:34:44.878 [TX] - set wlan join 1<CR>

AOK<CR><LF>

<4.41>

“set ip address xxx.xxx.xxx.xxx”<CR> string to set the WiFi plug-In static address;
16/03/2018 15:35:30.678 [TX] - set ip address 10.0.0.58<CR>
AOK<CR><LF>

<4.41>

“set ip dhcp 0”<CR> string to force the WiFi plug-In module to use its stored static IP address;

16/03/2018 15:36:10.238 [TX] - set ip dhcp 0<CR>
AOK<CR><LF>
<4.41>

“save”<CR> string to store setting into the WiFi plug-In module;
16/03/2018 15:37:34.011 [RX] - ave<CR>

<CR><LF>

Storing in config<CR><LF>

<4.41>

“reboot”<CR> string to reboot the WiFi module;

16/03/2018 15:39:34.412 [RX] - boot<CR>

<CR><LF>

*Reboot*wifly-EZX Ver: 4.41 Build: r1057, Jan 17 2014 10:23:54 on RN-
171<CR><LF>

MAC Addr=00:06:66:9c:9b:15<CR><LF>

*READY*<CR><LF>

Auto-Assoc TURBO 2 chan=6 mode=MIXED SCAN OK<CR><LF>
Joining TURBO 2 now..<CR><LF>

Associated!<CR><LF>

Using Static IP<CR><LF>

Listen on 2000<CR><LF>

To Communicate on the network:

1. Launch the user software (i.e. Turbo “PC-Panel);
2. Select the TCP/IP communication protocol;
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BC Panel A

. = Bl

Connect Disconnect | Trend

™ matr.
T ‘ IH O Versione SW Display 1070 ! i
Versione SW Centrale
Versione HW Centrale
Pressione Stato Ingressi/Uscite Stato Generale

KPa Post zia Manuale

Modo Operativo
| ato Operativo
Abl| © Modbus TCP Modbus RTU Attuatore
TOn [ms]
TOff [sec]

lissione Polveri [grim3]
[Non Utilizzato] [Non Utilizzato]
[Non Utilizzato] OUT4-20 mA
. * 1218
Allarmi Start l LR

e

closed **

3. Enter the device IP address, the reserved device port=2000 (WiFi dedicated) and Press OK. The
communication starts.

" FC Panel Application | [SIETE=T]
Connect Disconnect | Trend

™ -- matr. L
M r I v ‘ IHBO Versione SW Display 1070 ! i
M Versione SW Centrale -
i Versione HW Centrale -
M
[ Pressione Stato Ingressi/Uscite Stato Generale
I o o [ e —— Modo Operativo

Host: 10.0.0.58| Stato Operativo -
W mBar
Ml ilita Port: 2000 Attuatore ---/---
: - mmH20 Timeout: 10000 Ton[ms] -
-— InCwc T Off [sec]
i
| ione Polveri [grim3]
: [Non Utilizzato] -
I [Non Utilizzato] === OUT420mA -
I
i 1544
Allarmi 16/03/2018
= closed =

Method 2: Using Web Browser
Through a web interface, configure the WiFi plug-In settings using a common Web browser.

1. Power-On the Econet device;
2. Press and release the “S2” pushbutton placed on the WiFi plug-In board;

. = i
 [TOlE T
s [T 0 e
w [0 o]Edm
n ]
s o
=
[e] LED7 8: (1sec)
LED8
o 1 Stand-By mode
o LEDs QO
Lepto O
o] Len? @
g B LeDs @=
H TURBO oL falmi 2 < Data exchange
e LI LEDO 8
LED10
ORI opeTeTeTeTToTeTeYe o ==
::::0.:.0@.:.:.::::::0, 4 LED? 8 = (i2sec)
ol ittty % LEDE
{ o
i:z: 3 LEDO .E (112sec) Launch soft AP mode
%5 LED10
taketel
0.::: .’ O
KRS %%
R W
SR e O
Press ::::‘ ::::::‘(::’{0:0 4 LeDs @I (1f2sec) Client associated
1o launch WiFly [~ Sasases eos O with soft AP network
Web Server tatetetstetitetotetetes Lep1o O
SRR
stateteretotototetetess
IS L7 @
et te e tatetatetets =
L 5 |0 O (nseq WEB browser launched
::::::::::::::’::::" 4 teos O on the Client
CRRLA LR LeD10 @
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3. Check if the led information is switched from “Stand-By mode” to “Launch Soft AP mode”.

Now the WiFly Web-Server is available for configuration activities;

4. Connect the PC or Smartphone at the WiFly open network created by the WiFi piggy-back board;

Currently connected to: 4
F=3 WiFly-EZX-51
No Internet access

Dial-up and VPN A

3G Connection P

Wireless Network Connection A ]
@-sz-n Connected Tyl

rohot-ac M

dantooine M 3

ShyCat )

Open Network and Sharing Center

No password are needed. The WiFly is an open network.

Once the PC or smartphone is connected at the Wifly
Web-Server, the led information will switch from “Launch
Soft AP mode” to “Client associated with AP network”.

5. Open the Web browser on the PC or Smartphone and write http://config.
The led information will switch form “Client associated with AP network” to “Web Browser launched on

the Client”.
A configuration window will appear;

3ITA & &l B3 09:39

@ config

]

AT\ MicrocHP
Network Cfg | Information

Network Mode
Client (Infrastructure)

Available Access Points:
Click 'Refresh List' to populate

Refresh List

Access Point SSID
TURBO 2

Security Mode
WPA2

Passphrase
Show Passphrase

Use DHCP (recommended)

Save & Reboot  Cancel Display Advanced Tabs

® 2013 Microchip
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6. Press “Refresh List” button to refresh the SSID network list;

3ITAEB & 7 ol 2 09:39

@ config

A3\ MicrocHip

Network Cfg | Information
Network Mode

Client (Infrastructure)
Available Access Points:
Telecom-59820571

TURBO 2

[Refresh List!

Access Point SSID
TURBO 2

Security Mode
WPA2

Passphrase

Show Passphrase

Use DHCP (recommended)

Save & Reboot Cancel Display Advanced Tabs

© 2013 Microchip

7. Select your SSID network. It will appear into the “Access Point SSID” text-box. Insert the password into
the “passphrase” text-box and then press the “Save & Reboot” button.

8. Checking the “Display Advanced Tabs”, the user can enable some advanced tabs to access to the
extended information. Accessing “Information” Tab, the WiFi Module-Type and the MAC address will
be displayed.

9. Accessing “Module Cfg” Tab, the Device ID name and the serial port configuration will be displayed;

10. Accessing “Terminal” Tab, the user can configure the WiFi module using the same strings used with
Method1. At the end of strings input, press “Save & Reboot” button to store configuration.
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Appendix A - Revision History

Version draft
Version 1.0

Version 1.01
Version 1.02
Version 1.03

First draft

First Release

Added Led information at Method2 of WiFi board configuration

Added item 10 at page 9 to set dhcp=0 to force to use static IP address

Updated Turbo HQ Address

Dec 2017

Mar 03, 2018
Nov 05, 2018
Nov 13, 2018
Nov 03, 2021
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